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 My topic for today, it would seem, comes directly out of the movies; perhaps even 

straight from the script for Enemy of the State or Seven.  A large percentage of you will 

recognize the inclinations of such a parallel, and even those who did not view these films 

may have already been aware, or at least had a sneaking suspicion, of government 

surveillance and its capabilities.  It would seem that in light of the September 11th attacks, 

life had begun to imitate art, such topics aroused in the plot of these films becoming the 

reality our world binds too in this time of crisis.  But further research uncovered the 

illusion of this imitation, for the two have been linked for quite some time, pre-dating the 

terrorist attacks that made the world turn its head and take notice once and for all. 

 The road to discovery began, for me, with an article found on the internet at 

ITworld.com, entitled “House Panel Approves Antiterrorism Bill.”  The drafted 

legislation, known as the Patriot Act (Provide Appropriate Tools Required to Intercept 

and Obstruct Terrorism), would expand the government’s ability to monitor 

communications including e-mail, cell phone conversations, web-browsing, and the 

authorization to share that information with other agencies. 

 The bill, which is the House version of the Anti-Terrorism Act (ATA) proposed 

by Attorney General John Ashcroft, underwent last-minute amendments and debate for 

more than five hours, which led to the Judiciary committee for the U.S. House of 

Representatives voting 36-0 to send sweeping antiterrorism legislation to the House floor.  

F. James Sensenbrenner, Jr., a Republican from Wisconsin and chairman of the 

committee, stated during the debate that: “Today we meet with one purpose in mind: to 

provide law enforcement agencies with the appropriate tools to prevent this kind of 

terrorism from ever happening again.  This bill will give law enforcement new weapons 

to fight a new kind of war.” 

 Some of these “appropriate tools” include allowing law enforcement to wiretap a 

variety of communications, from electronic to voice mail, without the need for multiple 

court orders, and allowing a court order to extend beyond the jurisdiction in which it was 

granted.  These methods are not electronically limited to e-mail, but track individuals on 

the internet as they navigate from site to site as well. 

 The Patriot Act has modified and restricted certain aspects of the Anti-Terrorism 

Act, which include an expiration date of December 31st, 2003, at which time set 

provisions will come under review.  The revised bill also limits the amount of time the 

government can detain non-U.S. citizens who are suspected as a security risk to seven 

days.  Attorney General John Ashcroft had asked for an unlimited power of detention, but 

John Conyers, a Democrat from Michigan, summed up the general feelings of this 

request by saying, “as much as I want to help Attorney General John Ashcroft do his job, 

it would be irresponsible to give him a blank check.” 

 Many organizations are currently challenging the level of “irresponsibility” 

displayed by forwarding the Patriot Act at all, addressing such issues as violations of the 

4th Amendment, Privacy Acts, Civil Liberties, and maintaining accountability.  

 One of the major concerns that the authorization of the Patriot Act raises is the 

use of a system called Carnivore, which was created by the FBI for the purpose of 

capturing network traffic, based on a series of options, and then saving that traffic to a 

storage medium.  Carnivore is installed at the ISP (Internet Service Provider), where it 

can then monitor all data traffic and create copies to an FBI database for later review.  

The first “official” release of Carnivore was in September, 1999, the interesting aspect of 
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this date being that Carnivore is not yet authorized for use.  However, the FBI, for several 

years now, has been visiting large networks and requesting (so to speak), that the 

Network Owners install Carnivore on their ISP’s.  You might be surprised to know that 

local businesses in your area have likely been requested to do so as well.  On July 11th, 

2000, the existence of Carnivore gained public awareness, as many companies refused to 

install the software and then reported its existence.  An organization called EPIC 

(Electronic Privacy Information Center), immediately began to pursue the issue, filing 

lawsuits for the immediate release of FBI Carnivore Documents through the Freedom of 

Information Act, seeking public disclosure of it’s capabilities and intentions, as well as an 

independent technical review of the carnivore system.  Through this process, EPIC was 

able to obtain the official documents surrounding Carnivore.  However, most of the 

information has been classified SECRET, including the filtering process, capabilities, and 

all other relevant information for an appropriate review and understanding of the system. 

 The FBI, after legal pressure, submitted to an independent review of the 

Carnivore system, by the IIT Research Institute.  The FBI believed this review sufficient 

to quell the growing public anxiety, however, EPIC was dissatisfied with the review, 

which did not address “non-technical issues,” such as the violation of the 4th Amendment, 

but rather simply assessed the technological aspects of the system, completely ignoring 

any moral indignation or responsibility. 

 Research by the Stop Carnivore Organization has shown three “hidden dangers” 

with the system that cannot be overlooked.  These include: 

1. The Backdoor problem 

a. Considered the most serious of the three problems.  When installed, 

Carnivore provides a very high level of access to the data pipeline 

which it monitors.  FBI documents and the IIRTI study of Carnivore 

show that the system can be accessed by a username/password combo, 

which means that “any action taken by the Carnivore system could 

have been directed by anyone knowing the Administrator password. It 

is impossible to trace the actions to specific individuals.”  Above and 

beyond this, hacking has become a vital portion of electronic warfare, 

the Air Force and Pentagon both having been hacked into previously.  

Carnivore, with it’s anonymous “administrator” password, provides a 

very fruitful target.  The implications imposed by this create the 

concern of the Backdoor Problem, which begs the question, “what 

source of power wouldn’t try to convert Carnivore for their own 

purposes?”  This question includes our own nation as well.  For 

instance, what prevents the Mafia from making a slight change in the 

Carnivore box installed on a local ISP, there-by monitoring all 

shipments and status quo? 

2. The Rogue Agent Problem 

b. The Rogue Agent problem approaches the cliché that “one bad apple 

can spoil the whole bunch.  As easy as it would seem for hackers and 

terrorists to gain access to Carnivore, it is many degrees easier for a 

Federal Agent to do so.  The lack of accountability does nothing to 

dissuade the misuse of the system, and “turncoats” are not an 
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unfamiliar concept in the United States, from FBI informants such as 

Robert Hannsen to Naval Chief Johnny Walker. 

3. The Mishap Problem 

a. The final “hidden danger” is known as the Mishap Problem, which 

accounts for unexpected flaws brought on by the installation of 

Carnivore on an ISP.  This includes technical conflicts.  An example of 

this occurred in 1999, when the FBI forced Earthlink to install 

Carnivore on one of their network nodes, which then found a conflict 

in operating systems and adversely affected customer access.  This 

case also brings up another interesting point, in that the FBI “forced” 

them to install Carnivore, a system which to date is still not authorized 

by law.  If and when Carnivore does become authorized, what are the 

consequences for refusing to install the software on your ISP as a 

System Owner? 

 

The Patriot Act, which is expected to gain wide bipartisan backing, will 

outlaw the use of e-mail encryption devices (such as PGP) as well.  The 4th 

Amendment, says “the right of people to be secure in their persons, houses, 

papers, and effects against unreasonable searches and seizures shall not be 

violated.”  Many people view the surveillance of e-mail as no different than going 

to your mailbox, opening your letters and reading them aloud, and fear the 

implementation of such a system and a law could do more harm than good for our 

way of life and an abstract concept coined “essential liberties”.  I am not here to 

voice my opinion on the matter, though an opinion I do maintain, but rather hoped 

only to inform you about the scope of the immeasurable magnifying glass we live 

our lives beneath, never knowing for sure who might be watching. 


